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Introduction

The mass movement of corporate technology infrastructure from on-premises data
centers into the public cloud has arguably been the most significant change in IT
strategies in the past decade. Cloud infrastructure adoption has fundamentally changed

the way IT operates, from budgets and architecture to org charts and outcomes.

As any transformation matures, management capabilities are a key factor in success.
The processes and tools that track and optimize availability, performance, security, and
costs are necessary to understand complex environments and track business outcomes.
Expertise is critical, and a comprehensive cloud strategy and program to pool and focus

internal skills and resources can be an important step in cloud management maturity.

This research shines a light on current experiences with public cloud infrastructure
and strategies being used to get the most from these investments. Has cloud adoption
continued on its growth trajectory, or has it plateaued? What barriers continue to
cause friction in cloud adoption? How are cloud management practices evolving? How
has the pandemic impacted 2021 budgeting and planning? Are companies adopting
Cloud Centers of Excellence (CCoEs) and if so, what is the outcome?

The following report is based on an online survey of cloud infrastructure decision
makers. This study was sponsored by CloudCheckr and conducted by Dimensional
Research. A total of 304 qualified individuals in IT or business stakeholders completed
the study. All had decision-making responsibility for significant public cloud
infrastructure investments at a company with more than 500 employees. Certain
guestions were repeated from similar 2017 and 2019 studies to examine changing trends.
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Key Findings

0 Organizations are increasing their overall use of cloud

e 57% report more than half of their infrastructure is in the cloud, up from 47%

last year

e« Companies that primarily use cloud infrastructure mainly got there by

proactive shifting (39%) and opportunistic transitioning (46%)
e 64% expect they will be fully in the public cloud within five years

¢« There continue to be barriers to rapid cloud migration including security
concerns (44%), compliance and regulations (42%), lack of application

support (41%) and more
0 Managing cloud costs is an ongoing problem
¢ 93% face challenges with budgeting 2021 infrastructure cloud costs
¢ 94% have experienced unexpected cloud costs
e Only 31% report that they monitor and optimize public cloud costs effectively

¢« There’s a major disconnect amongst business and IT professionals regarding

how well cloud costs are managed
0 Investments in internal cloud strategies and teams are paying off
e 59% have a CCoE team, up from 47% in 2017

¢« Organizations with a dedicated CCoE team see higher benefits than those
where cloud expertise is not organized

¢ CCoEs would benefit most from investments in architecture strategy (64%)
and better cloud management tools (57%)

*  98% would benefit from additional technology capabilities



Detailed
Findings

\
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Cloud infrastructure users are
increasing their overall use of cloud

2021 crossed the halfway point for infrastructure hosted in

the cloud

This 2021 study captures an important milestone in the adoption of—or migration
to—cloud infrastructure. Among companies that have made a significant investment
in public cloud infrastructure, well over half (57%) report that they have more than
half of that infrastructure in the cloud. This is up from just under half (47%) in 2019.
(It should be emphasized that this study only included companies that made a
significant investment in public cloud infrastructure. This study does not make any
claims about the overall balance of on-prem and cloud infrastructure across every

possible technology environment.)

Approximately what percentage of your infrastructure is
still on-prem today?

5%5%16*  31% 30% 10% 3%
None of it - we are
fully in the cloud

2021 Less than 10%

@® 0%-25%
25% - 50%

50% - 75%

2019 @ 5%-90%

. More than 90%

2% 4% 12%  29% 26%  19% 7%
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It is particularly interesting to note that in our 2019 study, cloud stakeholders
underestimated their future level of growth. Though understandably, the shift to remote
work due to COVID-19 had an influence. In that prior study, we asked participants to
predict what their cloud usage would be in two years. Only 53% expected that more
than half of their infrastructure would be in the cloud by this time, lower than the 57%

that actually passed that milestone goal this year.

Smaller companies, with less access to the expertise required to run large data
centers, have traditionally led adoption of public cloud infrastructure. This remains
consistent in 2021, with companies with fewer than 1,000 employees reporting higher

percentages of their infrastructure in the cloud. However, it should be noted that

companies of all sizes that responded to this survey have passed the halfway point of

infrastructure in the cloud.

Approximately what percentage of your infrastructure is
still on-prem today? (By company size)

5% 5% 13*  30% 33% 14% 2%

4% 5%18*  30% 27% 10%6%
1,000 - 5,000 employees h H
7% 6% 18% 36% 28*% 7%

500 - 1,000 employees ﬁ ‘

None of it - we are

o/ _ 0, o/ _ 0, Oo
fully in the cloud . (050 = 2227 50% - 75% . More than 90%
Less than 10% 25% - 50% @ 5%-90%
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There is no single path for moving to the cloud

In recent years, there has been significant focus on companies that take a “cloud
first” approach, where they prioritize cloud in all infrastructure decisions over any
on-premises options. However, this research shows that this is not the only way to

become a primarily cloud environment.

Looking just at companies that have at least three-quarters of their infrastructure
in the cloud, we see that there have been a wide variety of paths followed to get
to that point. The most frequently reported (46%) is also the most pragmatic.
These organizations did not have a specific strategy of taking aggressive moves to
transition to the cloud. Instead, they identified opportunities that made sense and

over time achieved a significant cloud presence.

A slightly lower percentage of companies (39%) chose a path of being proactive.
These companies put significant effort into identifying places where it made sense
to migrate to the cloud in order to aggressively shut-down on-prem data centers. A
small number (14%) did not have to go through the step of migration as they started

with cloud infrastructure from the beginning.

What path did your company take to become a primarily
cloud environment?

14% @ \We opportunistically transitioned to cloud
when it was convenient and over time

we’ve migrated most infrastructure

We chose to dive in and proactively close

down on-prem infrastructure even though

it was a significant effort

@ \We are a new organization that has

never had on-prem infrastructure
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Many plan to be fully in the cloud within five years

The growth of public cloud infrastructure does not appear to be slowing. Almost
two thirds (64%) of companies surveyed report they will be fully in the public cloud
within five years. While only a small number (5%) are already fully in the cloud today,

most companies (87%) do expect to get there at some point in the future.

When does your company expect to be fully
in the public cloud?

We are already fully in the cloud o s+

By the end of the year ' @ 9% .
64%
Next vear (D 11%
Within the next two vears (D 18*
3-syearsromnow | QD 21

More than 5 years from now @ s*
we won't be fuly cloudinthe QD 15"

foreseeable future

We don't expect to ever be fully (NG 13*

in the cloud

Familiar barriers continue to create friction in a full
transition to cloud infrastructure

While we continue to see aggressive growth in public cloud infrastructure adoption,

there are still familiar barriers accelerating adoption.
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For the companies that have on-prem infrastructure, the top reasons given for not
being fully transitioned to the cloud are security (44%), compliance and regulations
(42%), and applications that are not supported in cloud (41%). It’'s worth noting that

security and compliance concerns are notorious roadblocks in the cloud industry as

technology continues to rapidly change and evolve over time. Several participants
also took the time to write in “other” concerns, with the most common being that

they simply need more time.

The one barrier to cloud migration that is only rarely reported is a simple lack of
motivation. A remarkably small number (4%) cite the reason their organizations are

still on-prem is a lack of interest.

Why has your company not completely moved to a cloud
environment?

Security concerns 44%
Compliance or regulations 42%
Applications aren’t supported on cloud 41%
Cost/ROI doesn’t make sense 35%
Existing infrastructure still works 34%
Bandwidth concerns 30%
We have other priorities 29%
Vendor lock-in 21%
Don’t have adequate cloud expertise 12%
No interest 4%

Other 3%
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Cloud security, governance, and compliance are common
concerns

Regulations are a fact of life when conducting business in 2021, and public cloud
infrastructure is no exception. Almost all participants in our study (95%) reported
that their companies were required to follow regulatory compliance guidelines
(HIPAA, GDPR, PCI DSS, NIST, etc.) in their cloud environments. Unsurprisingly,
almost the same number of cloud stakeholders (93%) report that they have concerns
about potential issues in their cloud environments related to security, governance,

and compliance.

The most reported compliance concern is a potential failure to abide by regulatory
standards for sensitive data — whether knowingly or unintentionally (57%). Cloud
decision makers also reported concerns about the potential for misconfigurations
after a cloud migration (47%), configuration or permission errors in storage buckets
such as S3 (43%), and inadequate backups (42%). Some participants also reported
concerns about overall potential for misconfigurations, the impact of APl changes,
incorrect data retention policies, and the potential for cloud provider breaches.

Which of the following areas cause you the most concern
about potential for security, governance, or compliance issues?

Knowingly or unknowingly failing to comply with — 57%

regulatory standards to protect sensitive data

Inconsistencies or misconfigurations after a “lift- (LD 47%

and-shift” migration to public cloud

Permission or configuration errorsin (D 43%

storage buckets (e.g., S3)

Inadequate backups in case of D 42%

multi-zone failure

Other @ 2%

We have no specific concerns about security, @ 7%
governance, or compliance

10
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Managing cloud costs is an ongoing
problem

Cost management tops list of cloud focus areas for 2021

As reported in the first section of this report, security continues to be a concern in
public cloud environments and was reported as the number one barrier to moving
fully to the cloud. However, when asked about areas of improvement in cloud
management for 2021, there is another area for improvement that pops up with the

same urgency as security (both 63%): Cost management.

Which of the following areas of your company’s public
cloud use would your company like to improve for 2021?

Cost management 63%
Security 63%
Automation 58%
Resource inventory and utilization 43%
Regulatory compliance 34%

None of these 2%
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2021 cloud budgeting process has faced many challenges

Budgeting for 2021 has been a difficult task for cloud stakeholders. Most (93%)
report that they have faced difficulties. The most frequently reported issues relate
to the impact of the pandemic. Over half (65%) report that 2020 was so unusual it
is difficult to use it as a baseline, and close to half (48%) say they are dealing with
uncertainty caused by pandemic-related factors such as employees coming back
to the office. Close to a third (30%) cite an increase in extreme usage spikes that
cause budgeting difficulties, and a similar number (29%) are dealing with erratic
demand. About 1in 5 (21%) say they have not received guidance from their business
stakeholders that is needed for planning. Several participants also cited other
budgeting challenges, such as a lack of steady usage required for planning, overall
company growth, struggles with demand planning, and lack of support from public

cloud vendors to help right size capacity.

What challenges are you facing in budgeting public cloud
costs for 2021?

2020 was so unusual we are hesitant to use it as a 55%
baseline for planning
Significant uncertainty around timelines of 48%

pandemic-related factors (e.g., return to work)

Usage spikes are becoming more extreme 30%
Demand for use is too erratic to plan effectively 29%
Our business stakeholders are not providing 21%

guidance on 2021 planning yet

Other 1%

There are no challenges @) 7%
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Unexpected cloud costs are ubiquitous

The primary benefit of cloud usage is that you pay only for what you use. But that
same benefit also means cloud usage must be paid for, even if it was not planned.
Since cloud adoption became more common, there have been many stories told about
nasty surprise cloud bills. Most cloud users (94%) have experienced some kind of
unexpected costs with their public cloud usage.

Cloud stakeholders report a wide range of factors that can drive unexpected cloud
costs including lack of right sizing (43%), unused instances that are never turned off
(35%), low usage of cloud instances (34%), application migrations that don’t adjust
architecture for the cloud (32%), unattached storage that is left alive when instances

are disabled (31%), and much more.

These issues are common and can be driven by many factors, which is why
organizations must be incredibly diligent about monitoring them. Prevention is key,
and can be established with tools that offer full-time monitoring and automation.

Has your company incurred unexpected costs with your
public cloud providers in any of the following ways?

Lack of right sizng o achieve peok QGGG 43

performance for services

Unused instances that were spun up but never — 35%

turned off

Low usage of compute instances — 34%
Application “lift-and-shift” from on-prem — 32%

without adjusting architecture for cloud

Unattached storage left alive when instances — 31%

were disabled

Did not schedule shut-down of unused instances — 28%

(e.g., at night or weekends when not in use)

Avoided using Reserved Instances (RIs) _ 18%
No use of Spot Instances _ 16%

| know we have incurred costs, but I'm not sure - 9%
exactly how

I know that we do not incur any unnecessary - 6%
cloud costs
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Companies struggle to effectively manage cloud costs

Cloud stakeholders recognize that they need to do better at optimizing cloud costs.
Less than a third (31%) characterize their teams as “effective” at managing and
optimizing cloud costs. Most do try, with only a small number (8%) reporting that
they don’t make any effort to monitor or optimize cloud costs. The most typical cloud
teams (62%) are able to monitor costs but cannot consistently use that information to

manage costs.

There is a particularly alarming disconnect between the abilities reported by
executives and their teams. Executives are far more likely (41%) to report that they
are effective at managing and optimizing costs than either team managers (27%) or
individual contributors (26%).

How would you describe your company’s ability to monitor
and optimize public cloud related costs?

Choose the one answer that most closely applies

We monitor costs, but cannot We monitor and We do not monitor or
always use that information to optimize costs optimize our public
optimize them effectively cloud costs

14
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Good tools can make a big difference to management outcomes. Cloud
stakeholders report that they use a wide variety of tools for managing cloud

costs and budgets. Most (71%) use the management tools provided natively by their
cloud vendors. An alarming half (50%) are still using spreadsheets. There were also

reports of using open-source (27%) or in-house (37%) tools for cost management.

About a third (30%) use commercially available cloud cost management solutions.

This group is far more confident in their ability to effectively monitor and optimize

cloud costs (44%) than those that do not use commercial solutions (25%).

How would you describe your company’s ability to monitor
and optimize public cloud related costs?

By use of cloud management tools

9% 66% 25%
No commercial tools
Commercial Tools
6% 51% 44%
We do not monitor or @ \We monitor costs, but cannot We monitor and
optimize our public always use that information to optimize costs
cloud costs optimize them effectively
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What tools does your company use to manage cloud costs
and budgeting?

Tools provided by the Spreadsheets or other In-house
cloud vendors manual methods developed tools

)

Commercial or third- Open-source cloud cost We do not use any
party cloud cost management solutions tools to manage
management solutions cloud costs

Business stakeholders report much higher confidence
in cost management abilities

The cloud stakeholders in this study included a mix of both business roles (finance,
accounting, procurement, or vendor sourcing) and IT stakeholders (architecture,
security, operations, infrastructure, or applications). While the different types of
stakeholders reported similar answers for questions related to cloud adoption and
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challenges, there was a notable divergence in answers related to managing cloud
costs. The data paints a picture that business stakeholders are far more confident in
their ability to manage cloud costs than their IT counterparts, raising the question:

are they overconfident?

Business stakeholders are two times more likely to report that their teams are
effective at managing and optimizing costs (46%) than IT cloud decision makers
(23%). Similarly, business stakeholders are nearly three times more likely (54%) than
those in IT roles (20%) to report that they are “very confident” in their organization’s

visibility into all public cloud costs.

Alignment is crucial for any business initiative to be successful. The research here,
however, tells us that there is a concerning disconnect in alignment around cloud

management today.

How confident are you that your company has visibility into
all aspects of your company’s public cloud costs?

54% 42% 4%
. Somewhat confident
. Not confident
I F

20* 68% 12%

Revisiting our question on the source of unexpected cloud costs may give us some
insight into the difference in confidence levels between business and IT roles.
Many unexpected costs are the result of rather technical details, which business
stakeholders are much less likely to report, perhaps because they have a lack of

understanding of the cost impacts.

17
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Has your company incurred unexpected costs with your

public cloud providers in any of the following ways? (By role)

Lack of right sizing to achieve
peak performance for services

Unused instances that were
spun up but never turned off

Low usage of
compute instances

Application “lift-and-shift” from
on-prem without adjusting
architecture for cloud

Unattached storage left alive
when instances were disabled

Did not schedule shut-down of
unused instances (e.g., at night
or weekends when not in use)

Avoided using Reserved
Instances (RIs)

No use of Spot Instances

G 357
D 48

G 27
G 40"

o 32
@D 35%

G 39%
@D 297

G 23
G 34%

a2
@ 3

oD 26%
@D 15%

14

@ 1e” ®

18

() Business
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Investments in internal cloud
strategies and teams are paying off

As enterprises continue to increase public cloud infrastructure investments, their

need for expertise and other resources has also grown. Many companies have

added headcount or are educating existing personnel, investing in additional tools,
reorganizing responsibilities, and much more. Cloud maturity includes centralization
and coordinating decision making across teams. To understand this aspect of cloud
maturity, we gave participants a definition of a Cloud Center of Excellence (CCoE) and

asked them questions about it.

DEFINITION: A Cloud Center of Excellence (CCoE) is a cross-functional team of

people responsible for developing and managing the cloud strategy, governance,

and best practices that the rest of the organization can leverage to transform the

business using the cloud. The CCoE leads the organization as a whole in cloud
adoption, migration, and operations. It may also be called a Cloud Competency

Center, Cloud Capability Center, or Cloud Knowledge Center.

Organizational roles most involved in the success of a
public cloud infrastructure investment:

81% 78% 59%
IT operations and Security Application and
infrastructure development

19
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CCoE adoption continues to increase

CCoEs can take on many forms. For some companies it is an official team with a
formal reporting structure and clear responsibilities for decision making. Other
companies do have a team that manages some aspects of cloud strategy, but with
limited responsibilities. Many companies, especially those early on in their adoption of
cloud, have an informal approach to a CCoE where there are no specifically assigned

responsibilities, but there are experts that everybody knows takes on those functions.

There is a clear trend in the evolution of CCoE adoption. The number of companies
with a formal CCoE has grown from only 16% in 2017 to 22% in 2021, while the
number of companies with a CCoE team has jumped from only 47% in 2017 to 59%
in 2021. At the other end of the spectrum, there is a significant drop in the number
of cloud stakeholders who say they don’t have any interest in a CCoE (11% in 2021 vs.
25% in 2017).

Do you consider your company to have a CCoE?

16% 31% 22% 7% 25% Yes, we have a CCoE

2017 ﬁ We have a team that
does some of the

functions of a CCoE
but not all

17% 36% 20% 12% 15%

. We have individuals
that everybody
2019 knows are experts,

but no official team

22% 37% 23% 7% 11% No, we do not have a

CCoE, but we plan to
create one
2021

No, we do not have any
kind of CCoE and do
not have plans for one

20
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CCoEs have many benefits — including cost management

Companies that have adopted a CCoE overwhelmingly (96%) report that they have
benefited, with the most common values reported in areas of efficiency (53%),
accountability (45%), security (45%), and governance (43%). Cost management
also benefits from CCoE investments, including better understanding of cloud bills
(41%), easier auditing processes (30%), and more accurate chargebacks (25%).

How has your organization benefited by having a CCoE?

Better overall operational efficiency — 53%

Increased confidence in cloud security

Increased accountability

Improved governance

Better understanding of cloud bills

Minimize or eliminate error-prone
manual processes

Easier auditing process

Accurately charging departments for

their cloud use

Easier to attract and hire experienced
cloud professionals

We have not benefited from our CCoE

D 45%
D 45%
G 43"
G 41
G 34%
G 30*
G 5
o 23+

o 4~

21
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More mature CCoEs report a higher level of benefits

CCoE maturity makes a clear difference. Organizations with a full CCoE, including

dedicated staff and clear responsibilities, report higher levels of almost all types of

benefits compared to organizations that rely on individuals with expertise.

How has your organization benefited by having a CCoE?

(By type of CCoE)

Better overall
operational efficiency

Improved governance

Increased accountability

Increased confidence in
cloud security

Minimized or eliminated error-
prone manual processes

Better understanding of cloud bills
Easier auditing process
Accurately charging

departments for their cloud use

Easier to attract and hire
experienced cloud professionals

We have not benefited from
our CCoE

) 21%
16*
@® Fruiccoe
0% . Team with some functions
%
-3 11% Individuals with expertise

22



CloudCheckr | The Cloud Infrastructure Report

CCoE investments expected to impact outcomes

Cloud stakeholders are clear on the specific types of CCoE investments that will

yield outcomes, with three areas of investment jumping to the top of the list. These
top impacts are expected to come from architecture strategy (64%), tools (57%),
and investment in staff expertise (52%). Interestingly, cloud stakeholders are far

less likely to view investments in new hires or additional management layers as

having a potential for improving the overall outcome of their CCoE.

In your opinion, what type of investment in your CCoE
would have the greatest impact on outcomes?

Long-term architecture review
and strategy

Better cloud management tools

Improved training, certification,

and onboarding

Hiring additional staff

Creating new leadership roles

Physically locating CCoE team
members together

23

64*
57%
52%
29%
26%

19%
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Cloud stakeholders see value in additional technology
capabilities

There is strong agreement (98%), that cloud companies would benefit from
additional cloud management capabilities, particularly the ability to operate in high-
security environments (59%). Also cited are a need for solutions that are enterprise
ready for demanding environments (48%), customizable architectures for fast
onboarding (45%), single governance platform for all team members (43%), ability
to apply business management functions across child accounts (42%), audit-ready

reports (42%), and support for a wide range of compliance frameworks (42%).

Which of the following cloud management capabilities
would your company find beneficial?

Ability to operate in high-security (=X
environments

Enterprise-ready for big, complex, and 48%
demanding environments

Customizable architecture that 45%
enables fast onboarding and ROI

Single governance platform for all data and 43%
analytics that can be used by all team members

Flexibility to apply complex billing management 42%
functions across different child accounts

Audit-ready reports 42%

Built in support for dozens of 42%
compliance frameworks

None of these would be valuable 2%

24
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Survey Methodology and Participant
Demographics

In early 2021, an online survey was fielded to independent sources of cloud decision
makers. The study was sponsored by CloudCheckr and conducted by Dimensional
Research, an independent market research firm that specializes in enterprise technology.
Certain questions were repeated from a similar 2017 and 2019 studies to enable trend
analysis. Question options may add up to more than 100% because of rounding.

A total of 304 qualified individuals at a company with more than 500 employees
completed the study. The study included both business roles and IT stakeholders. All
had decision-making responsibility for public infrastructure cloud (laaS) investments
such as Amazon Web Services, Microsoft Azure, and Google Cloud at a company with a
significant investment in laaS. Participants represented a wide range of roles, company

sizes, industries, and job levels.

Role Job Level

43%
67% 33”% Team

IT Business manager

31%
Individual

contributor Executive

Company Size

37% @ 37*% More than 5,000 employees
@ 33* 1,000 - 5000 employees

30% 500 - 1,000 employees

25



CloudCheckr | The Cloud Infrastructure Report

Industry

Financial services

Technology

Healthcare

Education

Manufacturing

Retail

Government

Services

Telecommunications

Transportation or logistics
Non-profit

Media

Other

o e

o 13y

o 12

o 10%

o 107

CEm— o

G 9%

CE— 8

4

@ 3%
@ 3
@ 2%
@ 2%

26
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About CloudCheckr

CloudCheckr gives organizations control of their cloud. The CloudCheckr CMx
platform proactively analyzes cloud infrastructure to provide customers with
visibility, intelligence and automation to better manage and reduce costs,
make environments more secure and in compliance, and optimize resources in
use. Enterprises, public sector organizations and managed service providers
rely on CloudCheckr to help manage and govern $4 billion in spend for

their complex and sensitive cloud environments. For more information, visit
CloudCheckr.com, connect with CloudCheckr on LinkedIn, or explore the

CloudCheckr Resource Center.
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