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CloudCheckr Federal

Securely govern your cloud infrastructure with a
FedRAMP Ready cloud management platform

FedRAMP is a government-wide compliance program that
provides a standardized approach to security assessment,
authorization, and monitoring for cloud services.

CloudCheckr Federal™ has achieved FedRAMP Ready status
and is listed on the FedRAMP Marketplace.

With CloudCheckr Federal, agencies gain total visibility of their resource utilization,
security configuration, compliance, and cloud spend—in one application. Our

cloud cost management solutions, designed with IT finance teams in mind,

deliver automated invoicing, billing management, chargebacks, and budget
recommendations across complex organizations.

Streamlines the governance of complex cloud infrastructures
e Comprehensive visibility into cloud resources,
usage, and costs
* Automated invoicing, billing, and chargebacks
e Over 600 security and compliance best practice
checks, with button-click fixes

¢ Platform adheres to NIST 800-53; awarded
FedRAMP Ready status
* Advanced high availability, reliability, and disaster

Ensures the highest standards for security and compliance

recovery standards
e Al threat detection analysis
e Scanned daily for vulnerabilities

Empowers public sector customers to get results immediately
* Eases the Authority to Operate (ATO) and other agency
certification processes for public sector customers

e Connects to cloud resources and begins monitoring
activity in days—not weeks or months
e Automated recommendations for budget management
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Feature Comparison

Refer to this feature matrix to determine which
CloudCheckr cloud management platform aligns with
your requirements.

CloudCheckr CloudCheckr CloudCheckr
Feature Platform High Security Federal
Certifications SOC 2 SOC 2 SOC 2 + NIST
800-53
FedRAMP Ready
(Moderate)
Automatic checks against 600+ best Yes Yes Yes
practices
Network and infrastructure monitoring Yes Yes Yes
Least privilege model for all staff Yes Yes Yes
Logging and retention of all internal Yes Yes Yes
communications
Compliance tracking against 35+ Yes Yes Yes
frameworks
Background checks for Yes Yes Yes
CloudCheckr staff
In-depth threat detection monitoring Yes Yes, plus Al Yes, plus Al
monitoring monitoring
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CloudCheckr CloudCheckr CloudCheckr
Feature Platform High Security Federal
Encryption - In transit Yes Yes Yes
Encryption - At rest Sensitive database Everything Everything

fields
Encryption - FIPS Validated No Yes Yes
Hardened to 300+ NIST 800-53 No No Yes
controls
Security incident response assistance No Yes Yes
MFA access required for all users No Yes Yes
Compliance as Code deployment model No Yes Yes
Vulnerability scan frequency Quarterly Monthly Daily
Access to Security Assessment Report No No Yes, updated
(SAR) annually
System Uptime SLA 99% 99.5% 99.9%
System Availability Standard High Availability High Availability
Availability (hot-hot) (hot-hot)

(hot-backup)

CloudCheckr Federal is designed to meet the unique requirements
of public sector customers with elevated standards for security and
compliance and an easier path to procurement. Contact our Federal

Sales team to learn more at cloudcheckr.com/federal

CloudCheckr | CloudCheckr Federal Datasheet



http://www.cloudcheckr.com/fedramp

CloudCheckr

About CloudCheckr

We deliver total visibility—from public cloud to hybrid workloads—making the
most complex cloud infrastructures easy to manage. CloudCheckr customers
deploy our SaaS-based platform to secure, manage, and govern the most
sensitive environments in the world, from government agencies to large
enterprise and Managed Service Providers. Our industry-leading solutions
include Cost Management, FinanceManager, Cloud Security, Total Compliance,
Inventory & Utilization, and Cloud Automation.
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