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So You Want To Be A              
Cloud Architect
 

Whether you’re a sysadmin, a developer, just coming to the IT field, or a seasoned 

data center pro, there is a lot to know about becoming a Cloud Architect. Are you up 

for the challenge? This isn’t for the faint of heart. You are the planner of the new way 

to build in IT. You are the one who designs the future of an application, an ecosystem, 

a product, or an enterprise. You are the medium between requirements and results. 

What does this really mean? You are the one who analyzes cloud offerings, cloud 

providers, third party vendors, and objectives. You design for: eliminating failure, 

stateless environments, auto scaling, flexibility, security, and accountability. So how 

do you walk this path? That’s what we are going to cover here.

Build A Training Strategy
There is a lot to know. Try not to lock in with only one cloud vendor. Keep your skills 

sharp with at least two cloud vendors and learn to apply your design principles to 

each. It used to be okay to just stick with one cloud, that was five years ago, but 

most companies are adopting multi-cloud and they expect you to understand the 

strengths and weaknesses between each cloud and its offerings. If you’re light on 

expertise, there are tremendous amounts of resources to help hone your skills and 

knowledge. Remember, it is on you to know the right path to take and how and what 

to build, not necessarily being the builder (insert DevOps).



2019 Survey

RTM
 

The documentation to your major cloud vendors are rich with use cases, 

implementation details, and knowledge bases. Get familiar with them, at the very 

least at a cursory level. AWS, Azure, and Google docs are a must-know reference 

place, and they are constantly updated.

Major Cloud Vendor Training
Training paths are available to guide you whether it is an AWS Cloud Architect, Azure 

Solutions Architect, or even Google Cloud Architect. They also provide certification 

tracks as well that can help you become recognized in the industry.

Digital Trainers
There are many inexpensive training environments that can help you sharpen your 

skills. Some environments provide video training, labs, test simulators, even test 

environments. Here is a quick overview of some of the more popular sites.

Vend2or Free Trial? Mobile App? Per month Content

CloudAcademy Yes Yes $59 V, L, Q, E

LinuxAcademy Yes Yes $29 V, L, Q, E

Udemy No Yes Per course V - huge library

A Cloud Guru Yes Yes $29 V, L, Q, E

Key V: Video L: Labs Q: Quizzes E: Exams
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Methodologies to Deep Dive
One thing to keep in mind while reviewing these items—they are rooted in cost. 

Those pennies per hour, per offering add up quickly and can crush your monthly run 

rate if your environment is not designed for efficiency and doesn’t make use of the 

following design models. When you are looking into how to solve for these design 

paradigms, remember cost. 

Designing for Failure: This is not so dissimilar to data center architecture. From the 

application endpoint to the web services, to the app layer, down to the databases, 

to the servers, the power, and the facilities, you are solving similar problems but in 

different ways. Design your apps to fail between zones, or regions. Look at each 

touch point from the exposed endpoint all they way down to the data layer. If there 

is an outage with any component failure—it is a design failure (or the offering isn’t 

cloud friendly):

• Use DNS flexibility to reference load balancers

• Don’t maintain critical data (or state) on servers that aren’t also redundant

• Build across Availability Zones (or equivalent) and/or regions.

• Failover should be automatic at each layer

• Backups are a last resort, not a first priority. This is a far departure from a 

traditional data center. If you’re looking for that backup, something was not 

designed for failure; it was allowed to fail.

Designing Statelessness: Older applications are highly stateful. Designing 

statelessness means two different things. Servers not holding unique configurations 

(i.e. hardcoded unique licenses or config files) and applications not holding the life of 

a transaction (think cookies or sessions). It is using server states that are throw away 

and ensuring transactions are stored in queues, or logs, or cache, or somewhere 

besides the application which can fail:

• Use queues. They are your best friend. They can handle the load when your 

servers can’t and they keep your transactions from being lost.
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• Move logs off servers and services for tracking, alerting, and analysis. Don’t rely 

on the server. You shouldn’t even know server names.

• If you can think of any reason to back up a server (other than a data server), it’s 

probably too stateful.

• If a server failure will cause an outage, it (the server) or the application is 

probably stateful and needs to be refactored.

Designing for Scale: Don’t scope your service to work on two servers, or ten, 

consider how it would work at 100, or 1000. Consider what kind of load balancing, 

queueing, server/container/service scaling activities, and monitoring are needed. It 

is about getting the most bang for your buck in the cloud. On-premise, if you need 

500 web servers to handle Black Friday traffic, you have to buy 500 servers for that 

peak activity and have them all year long, despite whether you run and manage them 

that entire time. In the cloud, you should scale up to 500 for Black Friday, then back 

down to normal for the next day, and right back up for Cyber Monday:

• Stateless servers make scaling possible (or at least, tremendously easier).

• Have all configuration (scaling up) or pruning (scaling down) automated, or this 

will become impossible to manage.

• This is about meeting demand and managing cost—test your scaling, up and 

down!

• Try different-sized server offerings based on load, it can really affect cost and 

efficiency.

Designing for Flexibility: Build to meet the need of the product or application without 

vendor lockin if possible. Some companies will adopt policies like, “build AWS first” 

where you use their offering before building your own. If you are light on DevOps 

resources, this may be a good direction. Cloud offerings are often wrappers for 

popular technologies and remove a lot of the heavy configuration and management. 

But, doing so also locks you in and makes it difficult to spread to multicloud, or

perform a cloud migration. If you’ve designed an entire solution based on Amazon 

Elastic Beanstalk and need to move to Azure Web Apps, it is a refactor. If you build a 

Kafka solution on servers, that is much easier to move or distribute than going all-in on 

Amazon SQS. Based on the company or your team’s ability to integrate solutions, it’s 
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on you to make the call which path to take. Most environments will be a mix of building 

on cloud services and building your own:

• Is your design portable? If not, be sure it’s the right cost/functionality fit.

• Is the design difficult to manage? If it is, consider redesigning or it may become 

more of an anchor in your delivery portfolio than a service enabler.

• Is your design decoupled? In other words, do you have a few large services that do 

everything or a horde of microservices performing individual tasks? If it is the prior, 

recovery of services will be harder to plan for, cost will be more difficult to refine, 

and testing and troubleshooting will become much harder. Lastly, failure may be 

more impactful.

Designing for Security: This is extremely critical, even if you’re not required to 

be compliant with a standard such as GDPR, HIPAA, or SOC. You are building 

on systems that are not yours. You wouldn’t go light on firewalls, or patching, or 

hardening, or any other standards on-premise, you need to go heavier on security 

in cloud because the challenges and risks are larger. Do not come back to this point 

later. Start with security. The major cloud vendors have a ton of services to help 

secure your environment and their marketplaces have appliances to further help. On 

every requirement, ask yourself at the very least, these questions:

• Is my data encrypted at rest and in transit?

• Are my servers protected, better yet, inaccessible for login (throwaways) or 

service only?

• Is my communication path being monitored for malicious traffic?

• Are my exposed endpoints completely locked down?

• Am I allowing only the required traffic ports to communicate?

• Are my access tokens being automatically and frequently cycled?

• Are my policies and permissions least privilege?

If the answer to any of these is no, then you need to have a good reason for it, or 

redesign it.

Designing for Accountability: Each cloud is equipped to monitor and log. They 

provide resources to create users, groups, policies, roles. They allow you to provision 
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and federate and integrate third party services. This is all fine, and you should take 

full advantage of these services. But, what if you need to find out who deleted a 

critical resource? Are you going to download hundreds of massive JSON files and 

parse them hoping to find that answer? Are you going to pour through ten, or five 

hundred policies looking for the loose permission? 

You want to take these offerings and integrate them into tools that can help you 

analyze and report on this data. If someone built a new policy, it should be scanned 

and a security team member should be notified, automatically. If your users 

performed bad actions, you should have searchable logs through a system ingesting 

those logs. Sure, it isn’t hard if you have five users and a dozen servers. What if it is 

hundreds of users and tens of thousands of servers? 

For this design paradigm, it’s best to evaluate vendors to help you bridge this gap 

between “logging all the things” and having consumable data and control of your 

environment:

• Is access regularly reviewed?

• Is everything logged? Most importantly, are those logs usable?

• Do you have a dashboard to understand how you’re compliant now and just not 

from last quarter?

Containers vs. Servers vs. Serverless

When looking to design solutions, it’s less important to know how to implement on 

these items, but why and when a solution should build upon one versus the other. 

Solution choices can also vary heavily depending on the product or service you are 

designing or the skill set of the team who will be implementing these technologies. 

You should have at least a fundamental understanding of platform.

Containers: Virtualization solved the over-provisioning issue with bare-metal servers. 

Containers have taken it a step further by isolating workloads or services into 

isolated environments upon a single operating system. In other words, it’s virtualizing 

the service. Docker is the most adapted of the offerings and the market leader for 

container adoption but rkt (Rocket) is also popular.
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Servers: Without getting too deep into the discussion of hypervisor and guest 

provisioning, servers in the cloud are dedicated resources to run an operating system 

and all other needed components. They are the heaviest implementation, meaning, 

the most cost and maintenance by the dollar. You get what you pay for, for as long as 

you need it. Think Microsoft Windows and Linux servers in all of their raw glory.

Serverless: Code running code. For applications that may be extracted to the 

function level, having a serverless design means using function-based execution 

to perform actions. It removes the need to manage anything but the code itself. 

AWS Lambda, (Google) Cloud Functions, and Azure Functions are the three most 

common.
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About CloudCheckr

We deliver total visibility—across multiple public clouds and hybrid 

workloads—making the most complex cloud infrastructures easy to manage. 

From government agencies to large enterprise and managed service 

providers, CloudCheckr customers deploy our SaaS-based platform to 

secure, manage, and govern the most sensitive environments in the world. 

Our industry-leading products include CloudCheckr CMx, CMx High Security, 

CMx Federal, and CloudCheckr Finance Manager for cost management, billing 

& invoicing, cloud security, compliance, inventory & utilization, and cloud 

automation.
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